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Rainbow Desktop app — Per-user MS|
deployment using Microsoft Active Directory
Group Policy Objects (AD-GPO)
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This document describes how to deploy the Rainbow Desktop application via an MSI file on multiple
machines by using Microsoft Active Directory (AD) Group Policy Objects (GPO). The Rainbow software
will be assigned per-user, i.e. it will be installed when the user logs on. Updates will automatically be
performed even if users don’t have administration privileges on their machine.

All operations indicated in this document must be performed on a Microsoft AD server. A Microsoft
Windows Server 2012 was used when writing this document.

Following two steps are required and described in this document:
- Deployment of Microsoft prerequisites on computers (Visual C++ runtime, Visual Studio Tools
for Office, .Net framework),
- Deployment of Rainbow Desktop application for the users.
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1. Deploy or install Microsoft prerequisites via GPO

Three Microsoft packages are required to install and run the Rainbow Desktop application. Following
packages must be deployed on the computers:

- Visual C++ 2015 runtime

- Visual Studio Tools for Office 2010 (required for the Microsoft Outlook add-in)

- .Net Framework 4.5

Note: .Net Framework 4.5 is installed by default when using a computer running Microsoft Windows 10.

Even if above Microsoft packages all come as .exe files, they can be deployed using AD GPO
(Computer configuration).

Note: All resources deployed with GPO must be configured using UNC (Universal Naming Convention)
paths (in the form \Server\sharelfile).

1.1. Distribution point
Refer to section 2.1 Create a distribution point for details about the creation and configuration of a
distribution point on the publishing server. This distribution point can be used for all GPO deployments.

1.2. Deployment of Visual Studio Tools for Office 2010
Visual Studio Tools for Office (VSTO) 2010 comes as a .exe file. An MSlI file is needed for a
deployment via AD GPO. Find below a procedure to get an MSI file from the .exe file:

- Extract VSTO setup with the following command: vstor_redist /x:<directory>.

- Goto <directory>\vstor_40.

- Extract vstor40_x64.exe and/or vstor40_x86.exe with e.g. the 7-zip application.

- Copy the directory extracted (and containing the MSI) to the distribution point.

- Create or edit a Policy (see also 2.2 Create a Group Policy Object) and add the MSI in the
Computer Configuration section - see below Figure 1: Adding VSTO MSI to the policy
(Computer Configuration). Use a UNC path.

- Set the required scope for the policy.
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Figure 1: Adding VSTO MSI to the policy (Computer Configuration)

1.3. Deployment of Visual C++ 2015 runtime
Visual C++ 2015 runtime also comes as a .exe file. Find below a procedure to get an MSI file from the
.exe file:

Install Visual C++ 2015 runtime on a machine.

With regedit registry editor, go to the key
HKLM\Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall and search
for an entry with a DisplayName property containing “Microsoft Visual C++ 2015 x86
Minimum Runtime — 14.0.24125” (see below Figure 2: Microsoft Visual C++ 2015 x86
Minimum Runtime registry entry).

In the same entry, you should see the InstallSource property. Go to the specified directory
and copy the .msi and the .cab files in a sub-directory of the distribution point (see Figure 3:
Minimum runtime directory content).

Redo above operations by searching for an entry with a DisplayName property containing
“Microsoft Visual C++ 2015 x86 Additional Runtime — 14.0.24125” (see Figure 4:
Microsoft Visual C++ 2015 x86 Additional Runtime registry entry).

Go to the directory specified in the InstallSource property, and copy the .cab and .msi files in
a sub-directory of the distribution point (see Figure 5: Additional runtime directory content).
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Figure 2: Microsoft Visual C++ 2015 x86 Minimum Runtime registry entry
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Figure 4: Microsoft Visual C++ 2015 x86 Additional Runtime registry entry
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Figure 5: Additional runtime directory content

You must now create a Transform file (MST) to add a property ADDEPLOY=1 to the MSI, otherwise
the MSI cannot be installed. To do this, download (https://docs.microsoft.com/en-

us/windows/desktop/msi/orca-exe) the Orca utility (Orca is a database table editor for creating and
editing Windows Installer packages) and follow the procedure below:

- Open the file vc_runtimeMinimum_x86.msi with Orca (see Figure 6: Opening VC++
runtime msi with Orca).

- Click Transform/New Transform.
- Inthe “Property” table, add a property “ADDEPLOY” with value “1” in the Property table using
menu Tables/Add Row (see Figure 7: Adding the ADDEPLOY property).
- Click Transform/Generate Transform and save the file as addeploy.mst.
- Do above operations for the file vc_runtimeAdditional_x86.msi. There will be then one
addeploy.mst file for each MSI in the corresponding directories.
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Figure 6: Opening VC++ runtime msi with Orca
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Figure 7: Adding the ADDEPLOY property

Using GPO, add now the two Visual C++ runtime MSI files to the policy. For each of them:
- Select the “Advanced” deployment method (see Figure 8: Deployment method for Visual
C++ runtime msi).
- Inthe “Modifications” tab, add the corresponding addeploy.mst file (see Figure 9: Adding
the modifications to the package). Use an UNC path.
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Figure 9: Adding the modifications to the package

1.4. Deployment of .Net 4.5 Framework
The .Net framework setup come as a .exe file. Recommended procedure for deploying the .Net
framework via GPO is using a startup script.

Below script is an example that checks if the framework is already installed. The script can be saved
along the .Net setup in the distribution point folder.

@echo off

reg query

"HKEY LOCAL MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319\SKUs\.NETFr
amework, version=v4.5"

if %errorlevel%==1 goto installnet

if %Serrorlevel%==0 goto exit

:installnet

start /wait

"\\domain\netlogon\bitlocker\dotnetfx45 full x86 x64.exe /ceipconsent
/norestart /q"

texit

exit

Page : 7/13

The Alcatel-Lucent name and logo are trademarks of Nokia used under license by ALE. All other trademarks are the property of their respective
owners. The information presented is subject to change without notice. Neither ALE Holding nor any of its affiliates assumes any responsibility for
inaccuracies contained herein. © 2018 ALE International. All rights reserved. (November 2018)



Alcatel-Lucent

Enterprise

In a Group Policy, add the startup script in Computer Configuration/Windows
Settings/Scripts/Startup (see below Figure 10: Group Policy Startup script).
Double-click on Startup and add the script using a UNC path.
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Figure 10: Group Policy Startup script
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2.1. Create a distribution point
The first step for deploying an MSI file through GPO is to create a distribution point on the publishing
server. This can be done by following the steps below:

2. Rainbow Desktop app MSI deployment

- Log on to the server as an Administrator user.

- Create a shared network folder (this folder will contain the MSI package).

- Set permissions on this folder to allow the access to the distribution package:
add “Authenticated Users” with Read & execute, Read and List folder contents
permissions (see Figure 11: Distribution point folder permissions).

- Set sharing permissions.

- Copy the MSI in the shared folder.
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LGroup or user names:

._J:_i Everpone ~
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Figure 11: Distribution point folder permissions
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L Permissions for DistributionPoint

Share Permissions

G[DUD O User names;

2, Everyone
b T 4 therticated 1

ﬁAdministrators [SOPHIAMADministrators]

| Add... || Remove |
Permizsions for Authenticated
Uszers Allow Deny
Full Contral O O
Change O O
Fead O
| Ok | | Cancel | Apply

Figure 12: Sharing permissions

2.2. Create a Group Policy Object

- Start the Group Policy Management program from Windows Start menu/Administrative

Tools.

- Right click the domain and select Create a GPO in this domain, and Link it here.
- Type a name for this new policy and press Enter.

- Set the scope for the policy.

= #sE XaHE

B Group Policy Management = I:'-
& File Action View Window Help

|2, Broup Palicy Management
a £ Forest: sophialocal
4 2 Domains
4 g sophiadocal
5i/ Default Domain Palicy
51/ DeployMSPrereq
s/ GPOand Disable UAC
sif Rainbow Desktap Install Policy
si| TestApplocker
b (5] Dormain Controllers
b (5] Microsaft Exchange Security Groups
4 [ Group Policy Objects
=] AppLockerTests
=/ Default Domain Controllers Policy
=/ Default Domain Policy
(=] DeployMsPrereq
(=] GPO and Disable UAC
Rainbow Desktop Install Policy
TesttpplLocker
b [ WM Filkers
b [ Starter GPOs
b [ Sites
5 Group Policy Modeling
%) Group Policy Results

DeployMSPrereq

Scope | Details | Settings | Delegation

Links

Display links in ths [ocation [sophia ocal

The following sites. domains. and OUs are linked to this GPD:

Location T Enforced Lirk Enabled

4 sophia.local Ho Yes

Path
sophia.local

Security Filtering

The settings in this GPO <an anly apply ta the following graups, users, and computers:

Mame *

B2, Authenticated U sers

[ Add T Remove Properties

WHMI Filteting

This GFO is finked to the following Wl fite:.

|<r\one> v Open

Figure 13: Group Policy Management

2.3. Assign the MSI package

- From the Group Policy Management window, right-click the newly created policy and select

Edit.

- Under User Configuration, expand Software Settings.
- Right-click Software installation, select New and then click Package.
- Inthe Open dialog box, type the full Universal Naming Convention (UNC) path of the Rainbow

Desktop MSI file (standard local path will not work, always use the shared folder path).
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! WARNING! Do not use the Browse button to access the location. Make sure that you use the UNC
path of the shared installer package.

Click Open.

Click Assigned, and then validate with OK. The package is displayed in the right-pane of the
Group Policy window (see Error! Reference source not found.).

When user logs in, the managed software package is automatically installed.

g Group Palicy Management Editor == -
File Action Wiew Help

«= #z[FE LR B

L= Rainbow Desktap Install Palicy | | Name - Wersi.. Deploymentst.. Source

4 & Computer Configuration || (8l Rainbow 149 Assigned WWINSRYZOT\DistributionPointy...

3
3

4 ¢ User Configuration

Pl

3

_ Palicies
| Preferences

_ Paolicies

| Software Settings
[ Software installat

| Windows Settings

| Administrative Temp

Preferences

Figure 14: Example of Rainbow Desktop deployment policy

2.4. Remove the package
To remove a published or assigned package, follow these steps:

Start the Group Policy Management application (from Start/Administrative Tools).
Right-click the Group Policy Object that you used to deploy the package, and then click Edit.
Expand the Software Settings container that contains the software installation item that you
used to deploy the package.
Click the software installation container that contains the package.
In the right-pane of the Group Policy window, right-click the program, select All Tasks, and
then click Remove.
Do one of the following:
o Click Immediately uninstall the software from users and computers and then
click OK.
o Click Allow users to continue to use the software but prevent new installations
and then click OK.

Page : 11/13

The Alcatel-Lucent name and logo are trademarks of Nokia used under license by ALE. All other trademarks are the property of their respective
owners. The information presented is subject to change without notice. Neither ALE Holding nor any of its affiliates assumes any responsibility for
inaccuracies contained herein. © 2018 ALE International. All rights reserved. (November 2018)



Alcatel-Lucent

Enterprise

3. Troubleshooting
If the software deployed with GPO is not installed, use following troubleshooting tips.

3.1. Permissions
Check the distribution point folder permissions and sharing permissions.
Check also that the distribution point sharing is accessible from a user machine.
Check the scope of the policy.

3.2. Force client policy update
It can be useful to force the update of the policy to be sure it is effective. To do so, and from a user
machine, launch a cmd window and type “gpupdate /force” (the command can propose to reboot the
machine or logout the user to make a new policy effective).

3.3. Check the policy status on a user machine

- On a user machine, from the Start menu, type “rsop.msc”. Right-click and select “Run as
administrator” and enter administrator credentials.

- Inthe resulting window (see below Figure 15: Client Resultant Set of Policy), and in case of
issues, information can be obtained by right-clicking Computer Configuration or User
Configuration: select Properties and go to the Error Information tab (refer to Figure 16:
Resultant set of Policy, error information). Error information can help to detect a permission
issue with the distribution point share for example.

| =7 Resultant Set of Poli
= ile cticn ew avorites indow el - |5 x
File A Vi F Wind Help
L I e EN ¢ Hoall o |
= Administrator on SOP-WIN7CITRIXA - RS || Installed App‘llcatmns Versi... Deploymentst.. Source Origin
. c”"‘sp:t::'cc's"f'gu’““”" B Microsoft Visual C+= ... 140  Assigned \\WINSRV2012\ DistributionPaint\... DeployMsPrere,
4 = i:r Ett_‘”ftsu - {5 Microsoft Visual C++ .. 140 Assigned V\WINSRV2012\DistributionPaint\... DeployMSPrere,
[l SoTtware [hstatation B Microsoft Visual Studi.. 100 Assigned \\WINSRV2012\ DistributionPaint\... DeployMsPrere,

> | Windows Settings
> | Administrative Templates
a 4% User Configuration
| Software Settings
> ] Windows Settings

Figure 15: Client Resultant Set of Policy
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2 m
Computer Configuration Properties lilg
Emor Information

Status of each Group Policy component used to generate this

ata.
Component Name Status G
Registry Success il
Citrixx Group Policy Success L
Software Installation Success 3
Security Success ™
Details
\mercred’ 74 novembre 2018 05:22:03

\Software Installation completed successfully.

Save as..

Figure 16: Resultant set of Policy, error information

3.4. Activate MSI logging
It can be useful to activate the MSI logging on the user machine. Run regedit.exe and create the entry

HKLM\Software\Policies\Microsoft\Windows\Installer (see Figure 17: Activating msi logging on
client) with following two keys:

- Logging (REG_SZ) with value “voicewarmup”

- Debug (REG_DWORD) with value “7”

Logs will be available in C:\Windows\Temp (files Msi*.log).

&

File Edit View Favorites Help

4+ L. Microsoft = [ name Type Data
b~ Cryptography 28] (Default) REG_SZ (value not set)
Netlogen 5 Debug REG_DWORD 0:00000007 (7)
z::’f:: .-‘_E]Lugging REG_SZ voicewarmupx
> | SystemCertificates
I a Windows
b CurrentVersion
Installer
' >y IPSec
i ] Network Connections
i | NetworkConnectivityStatusindicator 0
b )L saer
L)L System
b WSDAPI
b Windows NT
b L WindowsFirewall
. RegisteredApplications 3
>~ i Senic
b)) VMware, Inc.
b 1) WowB432Node
> SYSTEM
b HKEY_USERS

b~ . HKEY_CURRENT_COMFIG =

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palicies\Microsoft\Windows\Installer

e

Figure 17: Activating msi logging on client
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