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2 I ntroducti on

Rainbow CTI & Media Bridge works with a number of telephone systems e.g. Cisco Call Manager,
Asterisk, NEC & etc. This document describes the installation of Rainbow CTI and Media Bridge for
Panasonic

Rainbow CTI & Media Bridge application is installed on a local machine in customer premises. It
connects with Rainbow Server to push the list of extensions so that they can be associated to Rainbow
Users for CTl and VOIP calling, and it also interacts with third -party telephone systems to monitor those
extensions for signaling information and call controls.

This document will take you step by step through the installati on process. Everything is explained in
detail to get hold of the understanding of the solutions architecture.

Note: Red Boxes and Arrows indicate the functional areas on every screen or window.
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3 Pre Requisites

Following configurations have to be made in the IIS configurations as pre -requisites on the machine
before proceeding with Rainbow CTI & Media Bridgeinstallation.

Following configurations have to be done for all applicable version of Windows i.e. Windows 10 and
Windows Server 2012 2016 & 2019.

IMPORTANT:When installing the Rainbow CTI & Media Bridge , you must be logged in as a Local
Administrator. Failing to do this may prevent that application from being installed correctly.

3.1 IS & .NET Framework Configurations for Windows 10

Please perform following configurations of IS & .NET Framework on a machin e that is operating on
Windows 10 OS prior to installation of Rainbow CTI & Media Bricdge on it.

1. Click on Start Icon E and open Control Panel as displayed below:
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All Apps Documents Web More *
< Best match
Control Panel
App

1 Search the web

1 L control panal - see web results >

IS

—oem e

| © control panal

2. Select Programs and Features as highlighted below:
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All Control Panel ltems -

T+ » Control Panel > All Control Panel ltems »

v O

Adjust your computer's settings Viewby: Large icons ™
iAdministrative Tools [ Autoplay _{l& (B\;?E‘;E\ZZ%REHWE % BitLocker Drive Encryption E Color Management

‘@Tﬂ Credential Manager Date and Time @ Default Programs ,_J., Device Manager .?W;I, Devices and Printers
|®\ Ease of Access Center File Explorer Options & File History Flash Player (32-bit) A Fonts

a;{/ Indexing Options w IP\’/‘IieE;:IigaR) Graphics and 1 Internet Options <. Keyboard @ ;floa;lﬁ()Mlcrusof't Outlaok

M .l:l. Network and Sharing 7~ ph d Mod \@ o Outi = p d Feat

«» Mouse LA ter &# Phoneand Modem 'ower Options [ Programs and Features
&! Recovery 9 Region % Ezr:r?;:t?g:sand Desktop %ﬁ Security and Maintenance ) Sound

ﬁj Speech Recognition g Storage Spaces @ Sync Center @ System Taskbar and Navigation
Troubleshooting 3;_1 User Accounts \:i‘,rlgv\dlgrlvs Defender @ Windows Mobility Center a Work Folders

3. Click on Turn Windows features on or off  option in the left hand menu as highlighted below:
[0 Programs and Features

« v 4 [ * ControlPanel » All Control Panel ltems » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then cli

E;‘ Turn Windows features on or

off i
Organize -
Install a program from the ~
network MName
Adl:ul:le Acrobat Reader DC i
Ehdvanced IP Scanner 2.5 I
An}rDesk I

Bitvise 55H Client 2.44 (remove only) I

%! Ciccn IP Communirator |

4. You need to turn on a Windows feature by checking the boxes next to those features. Expand

.NET Framework 3.5 (includes .NET 2.0 and 3.0) by clicking on # icon next to it as displayed
below:
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Windows Features — O X
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box.
A filled box means that only part of the feature is turned on.

=R .MET Framework 2.5 (includes JMET 2.0 and 3.0) ~
[0 | Windows Communication Foundation HTTP Activation
[0 | Windows Communication Foundation Non-HTTP Activation

= [m] | .MET Framework 4.8 Advanced Services

ASP.MET 4.8

[m] | WLCF Services

Active Directory Lightweight Directory Services

Containers

Data Center Bridging

Device Lockdown

Guarded Host

Huner-Y W

[+
100000=

#

Windows Features — a x>
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

= MET Framework 3.5 (includes .MET 2.0 and 3.0) ~
Windows Communication Foundation HTTP Activation
Windows Communication Foundation Non-HTTP Activation

MET Framework 4.8 Advanced Services

Active Directory Lightweight Directory Services

Containers

(=]

Data Center Bridging

Device Lockdown

Guarded Host

Hyper-V

Internet Explorer 11

Internet Information Services

# £

=
[ [0 100 01 00 L [

Internet Information Services Hostable Web Core

Cancel

6. ExpandInternet Information Services (1IS) as displayed below:

Alcatel-Lucent @

5. Check the boxes next to both options displayed below .NET Framework 3.5 (includes .NET 2.0
and 3.0) as shown:
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Windows Features - O >
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box.
A filled box means that enly part of the feature is turned on.

1 | Hyper-¥ ~
Internet Explorer 11
Internet Information Services
[ FTP Server

[m] | Web Management Tools
W] | World Wide Web Services
Internet Information Services Hostable Web Caore

Legacy Components

B ®

Media Features

Microsoft Defender Application Guard
Microsoft Message Queue (MSMQ) Server
Microsoft Print to PDF

Microsoft XP5 Document Writer
MultiPoint Connector

®

Print and Document Services "

Cancel

mRIROORON

EH E

7. From the expanded options displayed expand Web Management Tools. Now check the boxes next
to 1IS Management Console, [IS Management Scripts and Tools and IS Management Service
options as shown below:

Windows Features - O >
Turn Windows features on or off e

To turn a feature on, select its check box. To turn a feature off, clear itz
check box. A filled box means that only part of the feature is turned on.

Internet Explorer 11 ~
= [m] Internet Information Services
[0 | FTP Server
115 & Management Compatibility
I15 Management Conscle
15 Management Scripts and Tools
115 Management Service
(| World Wide Web Services

[1 | Internet Information Services Hostable Web Core
] | Legacy Components
Media Features
[ | Microsoft Defender Application Guard
O Microsoft Message Cueue (MSMC) Server v
—a [ T . B s
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8. ExpandlIIS 6 Management Compatibility and check all the boxes next to the features listed under
IS 6 Management Compatibility as shown below:

Windows Features - O >
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box.

A filled box means that enly part of the feature is turned on.

[J | Hyper-v
Internet Explorer 11

= W | Internet Information Services
O FTP Server
.

Web Managerment Tools

=] IS 6 Management Compatibility
115 & Management Conscle
IIS 6 Scripting Tools

115 & WMI Compatibility

115 Metabase and IS 6 configuration compatibility

115 Management Console
15 Management Scripts and Tools
IS Managerent Service
[®] | World Wide Web Services
[l Internet Information Services Hostable Web Core

Cancel

9. Close expanded menu of Web Management Tools by clicking on the = icon displayed next to it

and expand Application Development Features

option. Check all the boxes next to the features

listed in the menu except for

CGland WebSocket Protocol as shown below:

Windows Features O >
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A

filled box means that only part of the feature is turned on.

= @ | Internet Informatien Services
[0  FTP Server
Web Management Tools

= : World Wide Web Services
B
MET Extensibility 3.3
MET Extensibility 4.8
Application Initialization
ASP
ASP.MET 3.5
ASP.MET 4.8
CGl
ISAP| Extenzions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
Common HTTP Features
Health and Niannnstics

O RIREORIE R E A E

= [m]
o [l

oK

| | Cancel
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10. Now expand Common HTTP Features option. Check all the boxes next to the features listed in the
menu except for HTTP Redirection and WebDAV Publishing as shown below:

Windows Features - O >
Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

=80 Internet Information Services ~
[ | FTP Server
Web Management Tools
o [m] | World Wide Web Services
m] | Application Development Features
EC
Default Document
Directory Browsing
HTTP Errors
HTTP Redirecticn
Static Content
WebDAV Publishing
[m| | Health and Diagnostics
[m] Performance Features
[m] Security
O Internet Information Services Hostable Web Core

[ | Legacy Components
w1 A hderdia Features

ORIOREE

Cancel

11. Now expand Health and Diagnostics option. Following options are displayed:

Windows Features - O *
Turn Windows features on or off ®

To turn a feature on, select its check box. To turn a feature off, clear its check box.
A filled box means that only part of the feature is turned on.

= @] | Internet Information Services ~
J FTP Server
Web Management Tools
= [ | World Wide Web Services
m]  Application Development Features

W] Common HTTP Features
[ERCI|Y Health and Diagnostics

Custom Logging
HTTP Logging
Legging Tools
ODBC Logging
Request Monitor

Ooooogf

Tracing

Perfarmance Features
] | Security
Internet Infermation Services Hostable Web Core
Legacy Components
Media Features
Microsoft Defender Application Guard
Microsoft Message Queue (M5MQ) Server ¥

Cancel

B
uoEOf

=]

Checkthe boxes nextto HTTP Logging and Request Monitor options as shown below:
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Windows Features — O x
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box, A
filled box means that only part of the feature is turned on.

= @ | Internet Information Services ~
O FTP Server
Web Management Tools
= W] | World Wide Web Services
W] | Application Development Features
[m] | Common HTTP Features

= =
[J | Custom Logging
HTTP Logging
[] | Logging Tools
[] | ODBC Logging
Request Monitor
[0 | Tracing

[m] Performance Features
W] | Security
[ | Internet Information Services Hostable Web Core
[] | Legacy Components
m kAl | kedia Features

Cancel

12. Now expand Performance Features option. Checkthe box next to Static Content Compression
option as shown below:

Windows Features - O *
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

= m] | Internet Information Services ~
] FTP Senver
Web Management Tools
= @ | World Wide Web Services
] | Application Development Features
m]  Common HTTP Features
] | Health and Diagnostics

[] | Dynamic Content Compression
Static Content Compression
[m] Security

1 | Internet Informatien Services Hostable Web Core

] | Legacy Components

Media Features
0 | Microsoft Defender Application Guard

1l | Microsoft Message Queue (MSMQ) Server
Microsoft Print to PDF
[l kdirrasnft ¥PS Docirment Writer N
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13. Now expand Security option. Check the box next to Basic Authentication, Request Filtering and

Window Authentication options as shown below:

Windows Features -

Turn Windows features on or off

filled box means that only part of the feature is turned on.

= M | Internet Information Services

[ | FTP Server

Web Management Tools

= m | World Wide Web Services
[m] | Application Development Features
@ | Common HTTP Features
[®] | Health and Diagnestics
W] | Performance Features

O

=l

Basic Authentication

Centralized 551 Certificate Support

Client Certificate Mapping Authentication
Digest Authentication

115 Client Certificate Mapping Authentication
IP Security

Request Filtering

URL Authorization

Windows Authentication

HO”O0O00O0OR

[ Internet Information Services Hostable Web Core
=1 [ Py o

x

To turn a feature on, select its check box. To turn a feature off, clear its check box, A

14. Now expand Windows Process Activation Service option. Check the boxes next to all 3 displayed
options as shown below. Once you have made all the above configurations, click on the OK button

highlighted below

Windows Features —

Turn Windows features on or off

filled box means that only part of the feature is turned on.

O Services for MFS
Simple TCPIP services (i.e. echo, daytime etc)
SME 1.0/CIFS File Sharing Support

SMBE Direct

Telnet Client

TFTP Client

Virtual Machine Platform

Windows Hypervisor Platform

Windows |dentity Foundation 3.3

Windows PowerShell 2.0

]

ooofrEOf

Windows Process Activation Service
.MET Environment
Configuration APls
Process Model

Windows Projected File System
Windows Sandbox

Windows Subsystemn for Linux
Windows TIFF IFilter

Work Folders Client

ROOdr

O

>

To turn a feature on, select its check box. To turn a feature off, clear its check box. A

Cancel
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A new window will be displayed once you press OK button as shown below:

Windows Features

Searching for required files

Cancel

x|
Windows Features
Applying changes
t
.
|
|
[

Note: When the above progress window disappears, please restart your computer.  This will
ensure that the new configuration can take effect.

15. Now go back to the Control Panel and select Administrative Tools as highlighted below:
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E » Control Panel » All Control Panel ltems »

v [ 43 | Search Control Panet

Adjust your computer's settings

A 120501 Softphone (32:bit)

ﬂ' Color Management

é‘g Device Manager
h Fonts

w Intel(R) Graphics and
Media

@ Mail (32-bit)

- Performance Information
' and Tools

| Recovery

A

@ Sync Center
L

fa

Windows Anytime
Upgrade

@’ Windows Update

v Action Center

Eﬂ Credential Manager
ﬁ'iaél Devices and Printers

3[ Getting Started

oy

Internet Options
4=

J Mouse

5“ Personalization

9 Region and Language
ﬂAﬁ_C System

Itm Windows CardSpace

Administrative Tools

Date and Time

! Display
Q% HomeGroup
& | Java (32-bit)

.I:l. Network and Sharing
-" Center

;3 Phone and Modem

; RemoteApp and Desktop
Connections

I Taskbar and Start Menu

ﬁ Windows Defender

@ AutoPlay

L@ Default Programs
@ Ease of Access Center
E IDT Audio Control Panel
<& Keyboard

Notification Area Icons
\@ Power Options

@ Sound
Troubleshooting

ﬂ Windows Firewall

Viewby: Large icons =

(ak Backup and Restore
m Desktop Gadgets
l Folder Options

w@ Indexing Options

IW Location and Other
“¥ Sensors

P
NVIDIA Control Panel

kﬁiﬂ Programs and Features

@ Speech Recognition

% User Accounts

@ Windows Mobility Center

16. Select Local Security Policy as highlighted below:

Mame

:?- Component Services
',f'l Computer Management
feft Defragment and Optimize Drives
~m Disk Cleanup
L3 Event Viewer
E:! Internet Information Services (115) 8.0 Ma...
Hj Internet Information Services (115) Manager
&3 i5CSl Initiator
Ii;‘h Local Security Policy I
®r Microsoft MET Framework 1.1 Configura...
E Microsoft MET Framework 1.1 Wizards
5 ODBC Data Sources (32-bit)
%3 ODBC Data Sources (64-bit)
(5]) Performance Monitor
'EE; Print Management
aa Recovery Drive
W Registry Editor
%) Resource Monitar

Date modified

071272019 2:09 pm
07/12/2019 2:09 pm
071272019 2:09 pm
07/12/2019 2:09 pm
07/12/2019 2:09 pm
071272019 210 pm
07122019 2:10 pm
071272019 2:09 pm
07/12/2019 2:10 pm
28/07/2020 2:21 pm
28/07/2020 2:21 pm
07122019 2:10 pm
071272019 2:09 pm
07/12/2019 2:09 pm
07/12/2019 2:46 am
071272019 2:09 pm
07/12/2019 2:09 pm

07/12/2019 2:09 pm

Type Size

Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB
Shortcut 2 KB

17. Double Click on Local Policies option in the left menu and following options will be displayed:
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EEEETD . & & v

File Action View Help
= 2E Xz HE

i Security Settings MName Description

I = ;lilccolu:tl!}n-)llmes _‘éAudit Palicy Audit Pelicy
|—_5—‘;C1 d?tlsels'l ("4 User Rights Assignment User Rights Assignment
i [g Audit Pelicy = . . 3 i
. S Opti S Opti
[ _‘5 User Rights Assignment ~& Security Options ety Options
[ _"5 Security Options

i | Windows Firewall with Advanced Seci
] Network List Manager Policies

[» || Public Key Policies

> || Software Restriction Policies

[» || Application Control Policies

> ‘g IP Security Policies on Local Compute

[ [ | Advanced Audit Policy Configuration

4 I 2

18. Double click on User Rights Assignment option from the displayed menu as highlighted below and
the right hand screen will display a list of rights as shown below:

~
Ig Local Security Poli Eﬂu
| File Action View Help

ol ANA

i Security Settings Policy Security Setting
I+ [ 4 Account Policies

»

5 . lus| Access Credential Manager as a trusted caller
4 [ g Local Policies

‘4 Audit Poli

5 At rtof th ti st
User Rights Assignment . 3s part ol the operating system

b |5 Security Options 1:15| Add workstations to domain

lis| Access this computer from the network Everyone Administrators...

b [ Windows Firewall with Advanced Sec i Adjust memory quotas for a process LOCAL SERVICE,NETWO... L
] Metwork List Manager Policies L] Allow log on locally Guest, Administrators, Us... T

[ Public Key Policies 1z Allow log on through Remote Desktop Services Administrators,Remote ...

|| Software Restriction Policies 1] Back up files and directories Administrators,Backup ..

i ] Application Control Policies 1| Bypass traverse checking Everyone LOCAL SERVIC...

[ g IP Security Policies on Local Cornpute|| 1 Change the system time LOCAL SERVICE, Admini...

[ [ Advanced Audit Policy Configuration|| ks Change the time zone LOCAL SERVICE, Admini... L

lss| Create a pagefile Administrators

12z Create a token object
lis| Create global objects LOCAL SERVICE,METWO...
lie] Create permanent shared objects

1ss| Create symbolic links Administrators
1z Debug programs Administrators
12z Deny access to this computer from the network Guest

le) Deny log on as a batch job

12+ Deny log on as a service

12z) Deny log on locally Guest
12z Deny log on through Remote Desktop Services

J il C 2ol Fnahle comnuter and user accounts to he trusted for delena... i
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19. Now go to the right hand side panel, double click on the command Log on as a service, as shown
below:

sty o ST T = i
File Action View Help
o« |2 XE = H
ii Security Settings Policy : Security Setting o
" —5 Account F?“Cies lis] Enable computer and user accounts to be trusted for delega...
4l3 |_-(-}CE| P?|ICIE5. 1iis| Force shutdown from a remote system Administrators
b La Audit Policy 1 Generate security audits LOCAL SERVICE,NETWO...
| User Rights Assignment . i o
. ;.5 Security Options 1| Impersonate a client af‘t-er authentication LOCAL SERVICE NETWO...
| Windows Firewall with Advanced Sec U/ Increase a process working set Users
[ Network List Manager Policies lis| Increase scheduling priority Administrators
5 [ Public Key Policies 12 Load and unload device drivers Administrators
» || Software Restriction Policies 1| Lock pages in memory
i+ [ 7] Application Contrel Policies 1s| Log on as a batch job Administrators, Backup ...
[ ‘g IP Security Policies on Local Compute iHh Log on as a service NETWORK SERVICE,5QL...
|| Advanced Audit Policy Configuration|| i Manage auditing and security log Administrators |
12| Modify an object label
1z1s| Medify firmware environment values Administrators
1oy Perform volume maintenance tasks Administrators
1zis| Profile single process Administrators
12 Profile system performance Administrators, NT SERVL..
1] Remove computer from docking station Administrators,Users E
1) Replace a process level token LOCAL SERVICE NETWO...
151s| Restore files and directories Administrators,Backup ...
2] Shut down the system Administrators, Users, Ba...
1is| Synchrenize directory service data
2] Take ownership of files or other objects Administrators L
b T P -
o 4

20. Click on Add User or Group, as shown below:

ALE International proprietary and confidential. Pagel8/73
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Log on as a service Properties ? >
Local Security Setting  Explain

Log on as a service

[%#

*5-1-5-21-701814442-42726599955-3851783065-500 ~
ASPNET

[15 APPPOOLWNET w2.0

[15 APPPOOLNET v2.0 Classic

[15 APPPOOLNET v4.5

[15 APPPOOLNET v4.5 Classic

[15 APPPOOL \Classic .NET AppPool

[15 APPPOOL\DefaultAppPool
METWORK SERVICE

NT SERVICEMALL SERVICES

NT SERVICENMSSQLSSQLEXPRESS
NT SERVICENSQLAgent $SQLEXPRESS

S Cmmane THNECT] Drramee | e MECC W TOD MORDOLIG

I Add User or Group ... I Remove

Cancel Aoy

21. To add a New User, click on the highlighted button Advanced.

Select Users, Computers, Service Accounts, or Groups M
Select this object type:
Users, Service Accounts, Groups, or Builtin security principals r—(—J-t;jed Types...
From this location:

Enter the object names to select (examples):

= ———— — —

e (o )
o)

22. To display the list of users , click on the highlighted button Find Now as highlighted below:
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Select Users or Groups

#
Select this object type:
Llsers or Builtin security princi | Ohbject Types...
From this location:
[AQEELTESTING || Locations...
Common CGueries
M ame: Starts with Columns...
Description: | Starts with
Disabled accounts Stop

Mon expiring password

- =
Draps since lazt logon: ;zj:'

oK Cancel
Search results: ane

Mame In Folder

A list of users is displayed in the lower section Select the Administrator and click OKas shown
below:
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Select Users, Computers, Service Accounts, or Groups ¥
Select this object bype:
Usans. Senvice Accounts, Groups. or Bullt-n securly pencipals Object Types...
From this location:

-
e g
=-

Search reauts
MHame (RDN) E-Mal Addiness Desorption
o

- -

—— -

- e

-

-

- -

-

L

W - —

ST T T TETEEYHS

233330000

23. The User has now been selected so click OK to fini sh the process.

Log on as a service Properties

Local Security Setting | Explain

Log on as a service

7

51521 1783055500
[[AGEELTESTING  Administrator

ARITNCET

IS APPPOOLNET v2.0

IS APPPOOLY.MET v2.0 Classic

IS APPPOOLYNET v4.5

IS APPPOOLYMET v4.5 Classic

IS APPPOOL Classic .NET AppPool
IS APPPOOL\Default App Pocl
NETWORK SERVICE

NT SERVICE\ALL SERVICES

NT SERVICE\MSSQLESALEXPRESS

KT CCDUVINEY O At 80701 CWODECT

Add User or Group... I Remove

*

[

V[ cancel || mny |

Alcatel-Lucent @

24. The user is shown below, under Local Security Settings section. Now click OK, as shown below.
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25. Close the Local Security Policy window, and also close the Administrative Tools window.
26. Go to the Control Panel select Administrative Tools and double click on the Internet Information
Services (11S) Manager window as shown below:

27. Now expand PC name from the left hand panel and select Application Pools , in the left h and side
panel, as shown below:

28. The Applications Pools pane appears in the central pane. Click on DefaultAppPool as highlighted
below:
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